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Abstract—This paper initiates the study for the basic primitive of distributed message dissemination in multi-hop wireless networks
under a strong adversarial jamming model. Specifically, the message dissemination problem is to deliver a message initiating at a
source node to the whole network. An efficient algorithm for message dissemination can be an important building block for solving a
variety of high-level network tasks. We consider the hard non-spontaneous wakeup case, where a node only wakes up when it receives
a message. Under the realistic SINR model and a strong adversarial jamming model that removes the budget constraint commonly
adopted in previous work by the adversary, we present a distributed randomized algorithm that can accomplish message dissemination
in 7(O(D(logn + log R))) time slots with a high probability performance guarantee, where .7 (U) is the number of time slots in the
interval from the beginning of the algorithm’s execution that contains U unjammed time slots, n is the number of nodes in the network,
D is the network diameter, and R is the distance with respect to which the network is connected. Our algorithm is shown to be almost
asymptotically optimal by the lower bound Q(D log n) for non-spontaneous message dissemination in networks without jamming.

Index Terms—Jamming-Resilience, Global Message Dissemination, SINR Model.

1 INTRODUCTION

AMMING is a common phenomenon in real-world wire-

less networks. It can be caused by both natural factors
such as when concurrently operating wireless networks
use the same channel) as well as security attacks. Jamming
can be very harmful to communications but it is hard to
avoid. For example, a jammer can prevent the widely used
IEEE 802.11 MAC protocol from delivering any message [4]
by jamming only a small fraction of the time slots. Hence,
devising jamming-resilient communication protocols has
become imperatively important and necessary.

In previous work, it was common to assume that an
adversary can have full control of the jamming on the shared
channel, such that the worst case always occurs and needs
to be considered. In order to derive efficient algorithms with
provable performance guarantees, a more reasonable mech-
anism (e.g., in [26], [27], [31], [32]) was proposed, which sets
an energy budget constraint for the adversary so that it can
only jam the shared channel within a specified fraction of
the time slots. In this case, nodes can appropriately adapt
to the contention on the channel by correctly detecting the
transmissions in the unjammed time slots. However, if the
jammer is sufficiently strong, jamming can still occur much
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more frequently than expected and only a small fraction of
the time slots can be used for message transmissions. Under
such situations, a more comprehensive model is needed to
cover the jamming scenarios that are as general as possible,
such that the designed algorithms can perform well in
reality when facing strong adversaries.

In this paper, we adopt a strong adversarial jamming
model based on the Signal-to-Interference-plus-Noise-Ratio
(SINR) interference model, which was newly proposed in
[48] in 2019, to depict the jamming phenomena in reality.
SINR has been widely adopted by researchers in recent
years in the wireless algorithm domain due to its proximity
to reality in depicting interference, unlike those oversim-
plified graph based models. The global definition of inter-
ference, however, poses a great challenge for interference
control using localized distributed algorithms. The main
feature of the strong jamming model lies in that it removes
the energy budget constraint on the adversary, which is set
by almost all previous work, to allow jamming on the shared
channel to occur in any round at will.

Under the strong adversarial jamming model, we choose
a frequently used primitive operation in wireless networks
to illustrate our approach to overcoming jamming. More
specifically, we study the basic primitive of message dis-
semination, in which a source message M from the source
node s is required to be delivered to all nodes in the network
via transmissions on an unreliable multiple access channel.
The solutions for message dissemination have been widely
used as building blocks for high-level communication tasks.
A successful message dissemination can also help simulate
a single-hop network on top of a multi-hop one, which
greatly simplifies the design and analysis of higher-level
algorithms. A non-spontaneous wakeup mode is considered
in this paper, where a node does not wake up until receiving
a message. Clearly, compared with the setting in which
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all nodes keep waking up from the beginning, the non-
spontaneous wakeup mode is more energy-efficient but is
much harder to handle, as it is impossible to construct a
backbone to facilitate message dissemination.

Our main result is a nearly asymptotically optimal dis-
tributed and randomized algorithm for jamming-resilient
message dissemination. Obviously, a distributed solution
is more suitable for implementations in decentralized
large-scale networks such as Internet-of-Things. The pro-
posed algorithm can accomplish message dissemination in
J(O(D(logn + log R))) time slots with high probability
(i.e., with probability 1 — n™¢ for some constant ¢ > 0,
denoted by w.h.p for short in sequel) in networks with size
of n, diameter of D, and distance of R!, where .7 (U) is the
number of time slots during the interval from the beginning
of the algorithm’s execution that contains U unjammed time
slots. Note that in [38], it was shown that 2(log n) is a lower
bound for a successful transmission even without interfer-
ence and jamming; hence Q(D log n) is a trivial lower bound
for non-spontaneous message dissemination. On the other
hand, in reality, R is usually bounded by poly(n) and is just
a constant in many cases. Therefore, our algorithm is nearly
asymptotically optimal.

Our algorithm adopts a simple transmission scheme in
which each node transmits with a fixed constant probability,
to counter unpredictable jamming. Surprisingly, this simple
scheme turns out to be extremely effective in balancing
contention as we will illustrate later. More importantly, this
fixed scheme is not susceptible to jamming attacks. Fur-
thermore, though we assume a synchronous environment
for communications, the global clock can no longer help
to perfectly coordinate the operations of the nodes, as the
nodes cannot acquire by themselves information regarding
how many rounds were jammed in the past. To solve this
problem, we let the nodes accumulate messages received
from their neighbors, and use this information to estimate
the number of steps the algorithm has been executed. Based
on this estimation, the nodes can correctly determine the
operations in the coming round.

Roadmap. The remainder of the paper is organized as
follows. We present the related work and the jamming
model in Sec. 2 and Sec. 3, respectively. The message dis-
semination algorithm is introduced in Sec. 4, followed by
the corresponding analysis in Sec. 5. Simulation results are
reported in Sec. 6, and Sec. 7 concludes the paper.

2 RELATED WORK

In the past few decades, several models have been proposed
to depict jamming in reality. The simplest one perhaps is the
oblivious jamming model, in which a jamming schedule is
determined at the beginning and remains unchanged during
the algorithm execution. Based on this model, many mecha-
nisms were designed for the purpose of avoiding/detecting
jamming at the physical layer [21], [25], [33] and MAC layer
[1], [11], [37], or hiding the transmission messages from
adversaries [36]. Subsequently, two more comprehensive
jamming models, namely the adaptive adversary jamming
model [2], [9], [29], [32] and the reactive adversary jamming

1. the network is connected with respect to distance R
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model [26], [27], [30], [31] (or the adaptive model and the
reactive model, respectively, in short) were proposed. Unlike
the oblivious jamming model, an adversary in the adaptive
model is assumed to be aware of the protocol and the
communication history information, thus can on-line jam
the network. Here “on-line” means at the beginning of each
round the adversary makes a new decision on jamming
or not according to what it has already known. A reactive
adversary, on the other hand, also gets the current network
information to make an on-line decision. Generally speak-
ing, no matter whether the adaptive or the reactive model
is adopted, the following assumption is always made to
simplify the algorithm design and analysis: only a constant
fraction of the time steps can be jammed by the adversary
and the jamming strategy in the whole network is the same
at each time step. Here are a few examples. The problem
of medium access control in a multi-hop network was
studied in [32] under the adaptive model, and a jamming-
resilient MAC protocol based on the adaptive model in a
single-hop network, which attains a constant competitive
throughput, was proposed in [2]. These protocols were then
extended to the adaptive model in multi-hop networks and
to the reactive model in a single-hop network in [29] and
[30], respectively. Based on the reactive model, the problem
of self-stabilizing leader election in a single-hop network
was investigated in [31]. Note that all the above results
were derived under graph-based interference models. Even
through SINR is more accurate and realistic in depicting the
interference in transmissions, it presents a great challenge
for distributed algorithm design; thus only a few SINR-
based jamming-resilient protocols were proposed in recent
years. For examples, in [26] and [27], distributed MAC
protocols were presented under an SINR-based adaptive
adversarial jamming model with energy budget limitation.
Unlike the previous work mentioned above, the jamming
model proposed in [48] made a breakthrough in that it
removed the energy budget on an adversary so that the
adversary could jam the network in any round at will, which
was obviously much more comprehensive and realistic than
the previous ones. Under such a strong jamming model, the
work in [48] considered a backbone construction via local
broadcast between spontaneous wakeup nodes. Here, in this
paper, we also adopt such a strong jamming model, and try
to solve the global message dissemination problem under
the hard non-spontaneous wakeup cases.

As one of the most fundamental and extensively stud-
ied communication primitives, message dissemination in
wireless networks (without considering the existence of
jamming) has been investigated under both graph-based
models [3], [5], [6], [7], [12], [14], [19], [20] and the SINR
model [8], [13], [15], [17], [18], [22], [23], [24], [34], [35],
[39]. For message dissemination with non-spontaneous
wakeup nodes under graph-based models, the best ran-
domized results are O(D log(n/D) + log®n) [12], [20] and
oD + log® n) [14] without and with collision detection,
respectively; for the SINR model, the best known algo-
rithm was proposed in [16], which can accomplish message
dissemination in O(Dlog®n) rounds. As for the global
message dissemination in jammed networks, to the best
of our knowledge, no known result exists and our work
offers the first distributed randomized solution that has an
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asymptotically optimal time complexity guaranteed by a
high probability.

3 MODEL AND DEFINITION

We assume a 2-dimensional Euclidean space with n nodes
arbitrarily deployed. The time is divided into rounds, with
each of which containing a constant number of slots. A slot
is a time unit that is long enough for the nodes to transmit
or receive a message. The transmissions between nodes at
each slot are synchronized.

Communication Model. Assume that the nodes trans-
mit in a multiple access channel, and the simultaneous
transmissions between nodes interfere with each other. An
SINR model is used to depict the interference caused by
simultaneous transmissions. Within each slot, we use trans-
mitter/listener to indicate the nodes who transmit/listen,
and 7, to indicate the transmission from transmitter v to
listener v. For a fixed 7, ,, let W be the set of other trans-
mitters who simultaneously transmit with u, Zyy (v, 7y, ) be
the sum of the interference at listener v caused by the nodes
in the set W, and SINR(v,u, W) be the SINR rate of the
transmission 7, ,,. Then

Z P, - d(w,v)™¢

IW ’U T
weW

—a ¢Y)
SINR(v,u, W) = M
N +Iw (U7 u,v)
In the above equations, P, is the transmission power of
node w; d(w,v) is the Euclidean distance between node w
and v; @ € (2,6] is the path-loss exponent determined by
the environment; and N is the ambient noise in the network.
This SINR model defines that transmission 7, ,, succeeds if
and only if SINR(v,u, W) > 3, where 8 > 1 is a constant
threshold determined by hardware. A series of works in
SINR model can be found in [40], [41], [42], [46], [49].

Strong Adversarial Jamming Model. When the ambient
noise is too large to guarantee the success of transmissions
in a network, we say the network is jammed. By normalizing
the minimum distance between two nodes to 1, we assume
that the network is connected with respect to a distance
R? when the network is un-jammed. Transmission power
among the nodes in the network can be different, P,,,;,, and
Pryaz are the minimum and maximum transmission powers
among all the nodes in the network, and Pp,q5/Pmin is
assumed to be a constant. Since nodes can transmit with
various transmission powers, their communication ranges
also vary. For any transmission 7, , with d(u,v) < r, we
say Ty, is a transmission within distance 7.

When the network is un-jammed, the ambient noise
is denoted by M. Since the network is connected within
distance R when it is un IJammed an inherent threshold for
the ambient noise N is “ziz 5 according to the SINR model.

Ppin

More specifically, for any amb1ent noise N' > i it is
impossible to ensure that all transmissions within dBistance
R in the network succeed. However, N = %ﬁ;’g is also a
very ideal case since the transmissions with power P,

2. Usually the ratio of the communication range and the minimum
distance between two nodes cannot be exponentially large. Thus, it is
not hard to find a distance R, with respect to which the network is
connected, and bounded by poly(n); hence log R € O(log n).
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may still fail if there are other simultaneous transmissions
in the multiple access channel. A standard assumption is
to set a tighter jamming threshold N = (1_:’)"7;;2%, with €
being a positive constant, i.e., the upper bound for ambient
noise in the un-jammed network should be constant times
smaller than the inherent threshold to make sure that the
transmissions can tolerant some interference in the network.
The works in [43], [44], [45], [47] also have the similar
assumption. In this paper, we assume that the variance of
the ambient noise on the shared channel is round-based, i.e.,
the ambient noise in the network remains unchanged within
a round. At any round, if ' < N, we say the network
is un-jammed in this round. The definition of the jamming
behavior in the network is detailed in the following.

In reality, whether the network will be jammed or not
is hard to predict since the ambient noise changes rapidly
because of natural and artificial factors. To fully consider the
jamming caused by the ambient noise changes and ensure
that the model is close to reality, we assume that there is a
strong adversary who can determine the ambient noise in
the network at each round. The adversary has the following
capabilities and features:

o Similar to the previous work [26], [32], we assume
the uniform jamming pattern in our model, i.e. at
each round, the ambient noise for all the nodes in the
network is the same.

e The adversary does not have any energy budget, and
can jam the network in any round at will. Note that
if the adversary sets the ambient noise slightly larger
than N, some transmissions between nearby nodes
can still succeed. Hence, the adversary without en-
ergy budget jams the network by setting the ambient
noise larger than P4, /0. As the minimum distance
between nodes in the network is normalized to 1,
when the adversary jams the network by such an
ambient noise, all transmissions in the network are
destroyed.

e The adversary is reactive, i.e., it knows the history
and the current states of the protocol execution, and
can instantly make a jamming decision based on that
information.

Note that in [26], [27], [30], it is assumed that the ad-
versary can at most jam (1 — ¢)-fraction of rounds in an
interval, with the requirement that ¢ € Q(1) and € € (0,1).
Such a kind of jamming model can cover lots of scenarios in
reality when the jamming is not heavy. However, the heavy
jamming situations with € € o(1) are not considered by the
models in [26], [27], [30]. In our jamming model, both of the
cases with € € Q(1) and € € o(1) are considered since the
adversary can jam any round at will. Due to the fraction of
unjammed rounds in an interval is unknown, we can only
use the notation .7 (U) to denote the time complexity of our
algorithm.

Knowledge and Capability of the Nodes. Each node has
the values of R, , the SINR parameters a and 3, and
the network size 7. A half-duplex transceiver is equipped
on every node; thus nodes can transmit or listen in each
slot but cannot do both. Location information is provided
to the nodes at the beginning of the algorithm execution by
some services such as GPS or other techniques [10]. Physical
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carrier sensing is not needed, i.e., nodes have no need to
monitor the channel at each slot and know nothing about the
transmissions on the channel when it receives no message,
which is energy saving.

4 MESSAGE DISSEMINATION ALGORITHM

In this section, we present a message dissemination algo-
rithm which delivers a source message M from the source
node s to all other nodes in the network w.h.p. in an asymp-
totically optimal running time. Initially, only the source
node s has the source message, and all other nodes wake
up when receiving the source message, which is known as
the non-spontaneous wakeup mode.

Note that some classical schemes for message dissem-
ination can no longer be used under the strong adver-
sary jamming model with the non-spontaneous wakeup
setting. For example, the adversary without energy bud-
get makes it almost impossible for the classical adaptive
contention balancing strategies to work though they can
greatly facilitate message dissemination as demonstrated
in previous studies [26], [27]. More specifically, in classical
adaptive contention balancing strategies, each node adjusts
its transmission probability by detecting the contention on
the shared channel to maintain the contention at an ap-
propriate level such that the shared channel can be fully
utilized. However, a long and unknown-length jamming
interval can simply mislead the nodes when detecting the
contention, making it impossible to balance the contention
in an acceptable time. Another commonly used scheme is
the elect-first and broadcast-later scheme [39], which first
elects a leader at each local region and then only lets
the leaders disseminate the message. Such a scheme can
greatly reduce the interference and consequently decrease
collisions. However, it can be easily disrupted without much
effort: since a node can hardly know when a leader-election
option is finished and whether or not it is elected as a leader
because of the unpredictable jamming rounds, all the nodes
have to keep executing the leader election process and thus
the message cannot be delivered efficiently; additionally, an
adversary who already know the protocol can damage the
message dissemination by jamming the network only when
the leaders are broadcasting the message.

In this study, we also need to address the following
challenges: how to control the global interference defined in
SINR using a localized distributed coordination approach
and how to control the suddenly increased interference due
to nodes’ non-spontaneous waking up. To address these
challenges, we set a fixed constant transmission probability
for each node instead of using any adaptive contention
balancing strategy; thus the contention in the network can-
not be misled by jamming. Additionally at each round,
nodes adopt a new elect-and-broadcast scheme that does
leader election and message broadcast via a same message,
to avoid separating them into two different rounds with
different messages; thus the adversary can’t easily damage
the protocol by jamming only the broadcast rounds. By
accumulating the messages received from its neighbors, a
node can figure out how many un-jammed rounds in the
past and whether it becomes a leader or not. To bound the
global interference in the SINR model, we design a TDMA

ires IEEE permission. See http://www.ieee.org
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Fig. 1: Coloring of cells

scheme by griding and coloring the nodes in the network,
allowing the nodes with the same color to transmit in the
same slot of each round to avoid interference from the
nearby cells. Only when elected as a leader can a node
broadcast the message in a specific slot, which ensures
that the message transmitters are sparse enough with each
other and the interference caused by the transmitters are
not too large. Finally, four states are designed for the non-
spontaneous wakeup nodes so that the interference in the
network cannot be suddenly increased by a large number
of nodes waking up within a round. In our analysis we
shall show the above schemes and tricks in more detail, and
prove that our algorithm is correct and efficient enough to
get an asymptotically optimal result.

4.1 Preliminaries on Cells and Nodes

We first divide the network area into grids as follows. De-
note by G the grid obtained by the division, which consists
of square cells of size ;RQ X ;\%. The division is in such
a way that all cells are aligned with the coordinate axes:
point (0, 0) is the grid origin. Each cell includes its left side
without the top endpoint, and its bottom side without the
right endpoint, and does not include its right and top sides.
A cell has the coordinate of (i, j) when its bottom left corner

is located at (;\% * 1, ;\% % j), and is denoted as g(i, j), for

(i,) € Z2. For a node v with coordinate (, ) on the plane,

itis in cell (i, j) of grid G when ¢ % ;\% <z <(i+1)x ;\%
eR eR

andj*2\/§§y<(j+1)*2ﬂ.

After the griding process, a coloring scheme is given on
the cells and nodes as follows: the cell (4, j) and the nodes
in the cell g(4, j) get the color ¢ * (¢ mod ¢) + (j mod ¢),

322144 1
* (1+5/2)*"‘—(1+e)*“)a) *
@ +1]. Obviously, it uses c * ¢ colors to color all cells and
nodes as illustrated in Fig 1. In our algorithm, a round is

divided into 2 * ¢ * ¢ slots. A node in color j transmits in slot

where the constant ¢ = [((1;’"”

min
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7 when it is in state B, and transmits in slot ¢ * ¢ + j7 when
it is in state A. The description on the nodes’ states is given
later.

Based on the above notions and definitions, we can
generate a TDMA scheme for the algorithm’s execution at
each round to avoid the interference from the nodes in
nearby cells, which will be detailed in our analysis section.

4.2 Detailed Description for Algorithm Execution

Algorithm 1 presents the pseudo-code for our message dis-
semination algorithm. The process is divided into successive
rounds, with each consisting of 2*c*c slots. There are four
states, namely I, A, B, and S for the nodes in the network.
Nodes in different states have different operations at each
round. We denote by M, the message that contains the
source message and the cell ID of node u.

¢ A node in state [ means that the node is not ready to
help deliver the source message M. Considering that
nodes have the non-spontaneous wakeup assump-
tion, only when receiving a message can the nodes
wake up. All nodes except the source node are in
state [ initially. A node in state I listens at each round,
and when receiving message M, from transmitter v
in the first ¢ * ¢ slots, it wakes up, and changes its
state to S if it is in the same cell with v, or changes to
A otherwise.

e A node in state A means that the node has already
received the source message and will try to help de-
liver the message. Node u in state A and color j has
two operations within a round. It first listens in the
first ¢ * ¢ slots and then transmits message M, with
constant probability p or listens otherwise in slot
cxc+j, where p = Prin 4 2°—<"/(10) | (1—21-2/2),

’ Pz ¥ 3io2atip
If u receives a message M, from node v in the same
cell, u changes its state to S. At the end of each round,
if u has received the source message in the first ¢ * ¢
slots for k x (logn + log R) rounds, where k is a
sufficiently large constant, u changes its state to B.

e A node in state B means that the node becomes a
source message transmitter who helps to deliver the
message. Node u in state B and color j transmits the
message M, in the j-th slot of each round.

e Anode in state S means that the node does not need
to deliver the source message since some other nodes
in the same cell will do that. Nodes in S do nothing
in the subsequent rounds.

Figure 2 depicts the states, operations, and the corre-
sponding transformations of the nodes at each round. Ini-
tially, only the source node is in state B and all other nodes
are in state I. During the algorithm execution, nodes move
from state I to A or S when receiving the source message in
the first ¢ * ¢ slots of each round. Meanwhile, nodes in state
A move to state S when receiving the source message from
other nodes in the same cell, or move to state B if receiving
the source message in the first cxc slots for k*(log n+log R)
rounds. Finally, as we shall prove in the next section, nodes
in state B can accomplish message dissemination w.h.p..

ires IEEE permission. See http://www.ieee.org

Algorithm 1: Message disseminate for the source
message M

Initialization:

Source node s: statey, = B; t, = 0; cell ID: ¢g;
Transmitted message: M, = {M + ¢, };

Any other node u: state,, = I; ¢, = 0; cell ID: ¢,;
Transmitted message: M,, = NULL;

At each round, node u in state I:
Listen;
if receive M., in the first c * c slots then
if ¢, = ¢, then
L state,, = S;
else
state, = A;
Mu = {M + Cu};

=W N =

N o G

At each round, node u in color j, state A:
8 Listen in the first ¢ * ¢ slots;
9 if receive M, in the first c x ¢ slots then
0 | ty++;

11 Transmit M, with probability p or listen otherwise
in slot ¢ x ¢ + j;

12 if receive M, and ¢, = ¢, then

13 L state, =S;

14 if t, = k x (logn + log R) then
15 L state, = B;

At each round, node u in color j, state B:
16 Transmit M, in slot j;

At each round, node u in state S:
17 Do nothing;

5 ALGORITHM ANALYSIS

Aiming at proving the correctness and efficiency of our algo-
rithm, we show how the source message M is disseminated
from the source node s to any other node s’ in the network
within .7 (O(D(logn + log R))) rounds. Since the network
is connected within distance R when it is not jammed, there
is always a path, denoted as Ps_,, starting from node s
and ending at node s’. Without loss of generality we define
that Py, = {s — s1 — ...s—1 — s’} as following: s; is
the i-th node on P,_, in the direction from s to s’, and is
in color J;; for any pair of nodes s; and s;4; on the path
Ps— s, there is a link from nodes s; to s;4; with a length
no larger than R; positive integer [ is the number of hops of
the path P,_,, which is at most D. Nodes s and s’ can also
be regarded as so and s;, respectively. In the following, we
focus on the message dissemination along the path P,_,
link by link.

The following analysis is based on phases, with each of
which consisting of 7 (k * (logn + log R)) rounds. Let B;
be the i-th phase containing .7 (k * (log n + log R)) rounds,
where ¢ = 1,2, ...,l. We plan to show that at phase 3;, the
source message M is disseminated to s;.

Lemma 1. At any un-jammed round of ‘B, all the nodes v
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Fig. 2: States, operations and corresponding transformations of nodes at each round

within distance R from s, can receive the source message.

Proof. B, consists of k x (log n + log R) un-jammed rounds.
Initially, only the source node sy is in state B, and all
the other nodes are in state I. For any node in color j
changing state from I to B, at least k * (logn + log R)
un-jammed rounds are required to satisfy the condition of
having received the source message in the first c * c slots for
k*(log n+log R) rounds. Thus, s is the only node in state B
and the only transmitter in slot Jy of each round during ;.
For the transmission from sy to v in an un-jammed round,
according to the SINR inequality, we have:

Pin d
(14 ¢€)*Reg’
Py, -d(sp,v)
N+ Tw (v, Tog,0)

T (0, Tog) = 0, N < (s0v) < R
@)

SINR(v, sg, W) > B

Thus, we finish the proof. O

With Lemma 1, we prove that the message dissemination
to s; succeeds in PBy. Then we analyze the process of s,
receiving the source message in Bs. This process is far
more complex than that of s; receiving the source message.
When s, listens, only the source node sg holds the source
message and transmits. While when s, listens, all the nodes
within distance R from sy know the source message as is
shown in Lemma 1, and it is possible for them to become
source message transmitters in state B. We need to bound
the number of transmitters around s, to ensure that the
interference at s, is not too large for receiving the source
message from a transmitter.

Define G to be the set of cells containing the nodes in
state A during ;. According to Lemma 1, G; is fixed after
the first unjammed round in B, since at each un-jammed
round, there is always a same group of nodes receiving the

Authorized licensed use limited to: SHANDONG UNIVERSIT%/.

source message from sqo. For any cell g € G;, we have the
following result.

Lemma 2. At the end of By, there is only one node in state
B at cell g with high probability.

The corresponding proof of this lemma is quite mathe-
matical and technical; thus we put it in the next subsection
for a better reading experience.

With Lemma 2, one can see that with high probability at
the beginning of phase B, each cell g in the set G; has only
one node in state B transmitting at its corresponding slot.
When the above case occurs, w.l.o.g. we assume that node
s1 is in cell g1 and s} is the node in state B at cell g;. We
next focus on the transmission from s to sa.

Lemma 3. In the first un-jammed round of B35, all the nodes
u within distance R from s; can receive the source message
from s.

Proof. Note that s; and s) are in the color of J; as we
have assumed. Source message transmitter s} transmits the
source message M in the J;-th slot of each round at 5. We
analyze the transmission from s} to node u in the J;-th slot
of the first unjammed round in *B,. For node u, the whole
space can be divided into annuluses {C}, : b > 1}, with each
C having the distance from u between (b—1)(c—1) *(%R)

and bx (c—1)x* (\/fe R). Let Dy, be the set of source message
transmitters in slot J; and located at C}, for b > 2. Since there
is at most one node in state B at each cell, our ¢ * ¢ coloring

scheme ensures that any two source message transmitters in
slot J; are separated by a distance at least (¢ — 1) (%R).
Hence, the circles centered at the transmitters in D; with
radius of (¢ — 1) % (\/ge R) are disjoint. Additionally, these
circles are in the annulus with distance from u between

(b — %)(C—l)*(\/feR) and (b+ 3) * (c — 1)*(%3).
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Then the number of transmitters in slot J; at each set Dy, is
upper bounded:

T(BER)? x ((b+ 3)*(c = 1) = (b= 3)*(c— 1)?)
((c—1) * (YER))?2

Furthermore, the number of nodes in C, which also

transmit in the Ji-th slot, is at most 5, including . For

the transmission from s to u, the interference on u caused
by the other 4 transmitters in C} is at most Zg, = 4P,,q2 *

((%)R)*“. Thus the interference Zyy (u, Ty, ,,) at u for
the transmission from ] to w in slot .J; is bounded by:

o, + i 160 * Ppaq * ((b —Dle-1)* %R))_a

b=2

<16x*b

< (4432 Z:;) % Pron ¥ (@)—a «rp— O
= (4+32*Z:;)*Pmm*(\LE(Z*1))%*3*@,

— [((Praz 32555 +4 1,2
Note that ¢ = [((p== * T ire=s) ) * 2 + 1],
when s} transmits, u receives the source message based on
the SINR condition

Prin # d(s],u)™®
- N +IW(U7 7—3’11/,)
The above inequality holds because d(s},u) < d(s},v) +
d(v,u) < (1 + §)R. Thus, all the nodes within distance R

from s; can receive the source message from s} in the first
un-jammed round of Ps. O

SIN R(u, sy, W) >p

In our analysis, ¢ is a complex constant determined
by four parameters. However, when our algorithm is
implemented in reality, we can directly set c to be
a constant, which is sufficient large than [((Lmez

Prn'in
322=144
(1+6/2)f;i(1+6),a )=o) *@ + 17, to guarantee the correctness

of our algorithm. Also, it is a good idea to let the admin-
istrator determines the value of ¢ according to whether
the message dissemination can succeed, since the message
dissemination fails when constant c is not large enough.

With Lemma 2 and 3, we prove that in our algorithm,
when s; receives the source message in ‘B;, s receives
the source message in P2 w.h.p.. With a similar definition,
analysis and proof, we can get that (1) at the end of 35, there
is only one node in state B at cell g with high probability,
where g can be any of the cells that once contain nodes
in state A during B; and Py; (2) in the first unjammed
round of B3, all the nodes within distance R from s, can
receive the source message from s}, i.e. the source message
is disseminated to s3 w.h.p. in PB3. We can continue this
analysis and prove that s; receives source message in ‘P;
w.h.p. when s;_; receives the source message in ;_;. In
other words, when nodes in a same cell receive the source
message, a leader will be elected first, and then the leader
will disseminate the source message across the next hop.
Thus, for the path P, from the source s to any node
s', the message dissemination can be finished in B; w.h.p.,
where [ is the number of hops in Ps_, .

Theorem 1. The message dissemination in our algorithm
can be finished with high probability with time complexity

ires IEEE permission. See http://www.ieee.org

of 7(O(D * (logn + log R))), for a network with size of n,
diameter of D, and distance of R.

5.1 Technical Proof for Lemma 2

We consider the situation at cell g during B; and all the
results in this proof only hold in ;. Assume that the nodes
in g have color j. For brief description, we call a node active
if it is in state A, and when it changes state to S, we say it
becomes inactive. Thus, the active node v in cell g transmits
message M, with probability p in the ¢ * ¢ + j-th slot from
the first un-jammed round in ‘B;. When receiving M, from
other active nodes in the same cell, v in state A changes to
state S; and after having received the source message in the
first ¢ * ¢ slots for k * (log n + log R) rounds, node v in state
A changes to state B at the end of the current round. Note
that 93, consists of k * (logn + log R) un-jammed rounds,
and for any node v in cell g, it receives the source message
in the first ¢ * ¢ slots of an unjammed round and receives
nothing in a jammed round. Thus, any active node at the
end of B, changes state to B. The proof is completed if we
can prove that at the final un-jammed round of 3;, there is
one and only one active node left in cell g.

We assume that there are n’ active nodes in cell g after
S0 transmits at the Jy slot of the first un-jammed round in
B1. We consider the case where n’ > 2 as otherwise we
have already finished the proof. When n’ > 2, the active
nodes in cell g are in set V, and are divided into classes
{Vi i =0,1,...,log §R}. For an active node v with its
nearest active neighbor u which is also at cell g, v is in the
set V; for 0 < 7 < log %R — 1 if the distance between u
and v is within [27,2°*1), and is in the set Vi,g < r otherwise.
The above division is only used for analysis purpose and
the nodes know nothing about it. Let n; be the number of
nodes in the set |v;|. From round ¢ to round ¢t + 1 in %3,
one can see that firstly n; does not increase since no new
nodes in g changes state to A and secondly n; may decrease
because some active nodes become inactive.

Note that when all V; for i € {0,1,...,log §R — 1} are
reduced to empty, only one active node is left in the cell
g. The following analysis contains two steps: we first prove
that at each un-jammed round r of B, a constant fraction
of active nodes in each set V; become inactive at least with
a constant probability; second we prove that by setting the
parameter k sufficiently large, at the end of 1, no node is
left in the classes {V; : i =0,1,...,log SR — 1}.

For i € {0,1,...,log § R}, we use V;(r) to denote the
sets of nodes in classes V;s for j < i at the beginning of a
round 7. Let n;(r) = |V;(r)|. Then, we get the following
Lemma 4 as the result for our first step.

Lemma 4. At any un-jammed round r of Py, ¢ €
_(ol—a/2

{0,1,...,log §R—1},if ne;(r) < % *n;(r), then y

fraction of the nodes in V; become inactive with probability

A p(l— (O
1 — i), where v = gy, and s = (e -
32247 arbr

1
2a_€u/(1+€)a : 1721—a/2) .

Proof. Let A(u,d) be the set of active nodes within dis-
tance d from wu. The exponential annulus Ei(u) =
A(u, 20H120)\ A(u, 2t2%). An active node u in cell g is defined
to be a Sparse Node if for every t € {0,1,...,log §R — 1},
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Ei(u) NV < 48 % 24@/2+1) S, C Vj is the largest subset of
Sparse Nodes in V; and for any pair of nodes u, v in .S;, the

. 92047
distance d(u,v) > (s+2)2°, where s = (IIZ;“: ~2ai€2a/(1fé)a ‘
1 )ﬁ

Tgi 2
Claim 1. At any round 7, for i € {0,1,...,log SR — 1}, if

(21 -/
nei(r) < # * n;(r), then a constant fraction of the
nodes in V; are sparse.

Proof. For a node u € V,, if for every ¢t € {0,1,...,log sR—
1}, it holds that | E}(u) N Va;| < 24 28@/241) and | B} (u) N
Vil < 24%24/241) we say u is an excellent node. Clearly,
an excellent node must be a sparse node. We next show that
a fraction of the nodes in V; are excellent nodes, by which
a lower bound on the fraction of the sparse nodes can be
obtained.

We first show the condition of |E}(u) N V>;| in an excel-
lent node. Because the nodes in V>; have distance at least 20
with each other, the disks centered at nodes in V>; with ra-
dius 2¢~! are disjoint. Considering any given annulus E} (u),
using an area argument shown in the following (4), it can be
shown that for each node u € V;, |Ef(u) N Vs;| < 24 % 22,
which is smaller than 24 % 2¢(/2+1),

71_(2t+12i + 22’71)2 _ 7.(.(2t2i _ 21'71)2

792(i—1) 4)
=322 5 (20 1) < 352213 < 245 24(0/24D)

Then, we consider |E}(u) N V| for node u € V;. Fix i
and t. Let I'} be the sum of the nodes in E}(u) NV, for all
the nodes in V;. Then we have

Ti= Y [Bi(w)NVal= Y |Ei(w)NVi

ueV; ueVe;
1— 21—(1/2
<nei(r) x 24 x 2% < % (1) * 24 % 2%

©)

From (5) and the definition of excellent nodes, it is easy

to see that there are at most MT“_Q/ 2) fraction of
the nodes in V; that are not excellent ones in annulus E; (u)
for each node u € V;, as otherwise the above inequality
would be violated. Then we sum up the number of non-
excellent nodes at each annulus as follows, which is an

upper bound on the number of non-excellent nodes in V;.

log § R—1 _ (ol—a/2
S i)+ 1-@7Y%) | sta-a
t=0 2
log sR—1
1— 21—a/2 2
=n;(r) * il Gl 5 ) * (21—a/2)t
t=0
1— (2172/2) 1
Snz(’r) * 2 * 1— (21704/2)
1

Thus, with the assumptions in Claim 1, at least half of the
nodes in V; are sparse nodes. O
Claim 2. Forany V;,i € {0, 1, ...,log $R—1}, atleast m
fraction of the sparse nodes are in the set .S;.

Proof. Because S; is the largest subset of the sparse nodes
that have distance (s + 2)2° pairwise, the disks with radii

ires IEEE permission. See http://www.ieee.org

(s + 2)2% centered at nodes in S; can cover all the sparse
nodes in V;. To get |S;|/|Vi], it suffices to upper-bound the
number of sparse nodes covered by a node in S;. This can
be done using an area argument.

Now consider a node v € S; and the sparse nodes in V;
within distance 2¢. Let D, and D/, be the disks centered at v
that have radius (s+2)2° and (s+ 5)2, respectively. Notice
that each pair of the sparse nodes in D, have distance at
least 2°. This means that the disks centered at these nodes
with radii 2°~! are disjoint, and all these disks are covered
by D). Then one can see that the number of sparse nodes in
D, is at most

7x ((542)20 +2071)2

ey

The Claim then follows. O

Claim 3. At each un-jammed round r of 9B, for i €
{0,1,...,log £R — 1}, a constant fraction of the nodes in S;

2
become inactive with probability of 1 — e~?(I5:]),

Proof. We first show that with a constant probability, a node
u € S; becomes inactive at the end of round r. Then the
Claim can be obtained by the Chernoff bound.

We bound the probability under which © € .S; receives
a message from its neighbors in the same cell. Let £ be the
event that u listens and its nearest neighbor (in the same
cell) transmits. We have Pr(€) = p(1 — p). We next assume
that £ occurs. Under this assumption, one can calculate
the number of nodes receiving messages from their nearest
neighbors.

To analyze the reception of the transmissions, we need
to bound the interference at each node u € S;. Let T; be the
set of nearest neighbors of all nodes S;. The interference are
divided into two components, namely the interference from
the nodes in S; U T; and that from the other nodes.

We first bound the interference from the nodes in .S; UT;.
Consider a node u € S;. Notice that each node in S; has
distance at least (s + 2)2¢ from u and has distance with its
nearest neighbor in the range [2¢,2¢"1). Thus the nodes in
(S; UT;) \ {u,v} have distance at least s * 2 from u. Then
the interference at u from the nodes in (S; UT;) \ {u, v} can
be bounded as follows:

= i Pz 48 Ppax 1 1
L= ) [E(u) (2i2t)o S S a1 ]_gian
t=log s

(6)

We next bound the interference from the nodes not

in S; U T;. In particular, we show that with a moderate

probability, a constant fraction of the nodes in \S; experience

the interference that is caused by the nodes not in \S; UT; and

is not large. Combining the previous results, we can finally
prove the claim.

Let I(v) be the interference at the nodes in S; that is
generated by anode v ¢ S; UT;. Foranode v ¢ S;UT;, I(v)
can also be recorded as the sum of the interference on the
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nodes in E} (v)NS; over all annulus. Using an area argument
as before, it can be obtained that | E} (v)N.S;| < 24%22%!. Then

t=0

% 2t o
< 277;::90 242ta2 = 24;2”1 Z 2t(0%72)
t=0 t=0
24 % Ppan 1
Qi (1 — 22—«

)

Let Chue =
Cmaszaz/Zza

172‘%7%@/2 and we have I(v)

41|

- Sz . .
1 —e 2haz ', at least half of the nodes in S; experience
the interference that is caused by the nodes not in S; U T;

and is not larger than ¢y Pqz/ Qtcr
We prove the conclusion in two cases.
Case 1. 1 > Cge-

Consider a node u € S;. Let I(u) denote the interference
experienced by u that are caused by the nodes not in .S; UT;.

Then

S - Ez ma:v _ Pn'w,z = |E§(u)\
2t22)a Qi = oto

> A8 % 2t(a/2+1)

> maz _ maz |El ﬂ Sz‘
Z m S |(212t - 2104 Z 2to/

. We next prove the conclusion that for any
constant ¢, by setting p = c¢1/(4¢mas), With probability

48P oz ( 1

< (2o}
< Qi 1— 2170(/2) = Cmameax/2

Case 2. ¢1 < Cmaz-
We define a random variable x,,

I (v)2m /(¢mazPy) when node v transmits
Ty =
0 when node v listens

Then we have

El Y x} = Y pxI(0)2"/(cmaaPy)
’UgSiUT,; 'UQS JT;
=p Z I 2“1/ cmava)
v S;UT;

For the case when |S;|c1 Praz /29T > ngZS,;UT,; f(v),
this claim can be directly proved. For the other case when
|Si‘clpmax/2ia+l < Zy¢SiUTi I(U) S |Si|c'rrLaa:P’rrLaa:/2iar

we  can get ( /Scmax)‘s’b| < E[EvéSiUTix’U}

€1 Praz|Sil/(4PminCmaz)- Let p = E[Zuesiun x,]. Notice
that z,, € [0, 1). Then using the standard Chernoff bound for
the set of independent random variables {x, : v ¢ S; UT;},

it follows that

Z Ty > 2% (Clpmaac|Si|/(4pmincmam)))
v S;UT;

2
. — S,
SPT( E Ty Z 2,[14) S 67#/3 S 24(‘77“11‘ |
’UQSiUTi
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48Pm,mc = 1
21',(1 ota i ; 2t(a/2-1)

- s
Thus, we prove with probability at least 1 — e *“%nax | ‘,

Z f(v) = Z Ty * Crmag Py /2
vgS;UT; v S;UT;
S (261Pmax|5i|/(4Pmincmaz)) * Cmasz/2ia
S Pgmr 2io¢+1
B Cl' l| szn /
Therefore it is impossible for more than half of the nodes in
S; to experience interference from the nodes not in S; U T;
P2
larger than ¢ 2= /2t
Combining all the above results together and setting

by, 20— /(14¢)”
€1 = B % ——dzr - , One can see that with probability
max 5
S8

, at least half of the nodes u € S;
have the interference not larger than 2¢; 5 Loz ez / 2% Then by
the SINR condition, we show that u can receive a message
from its nearest neighbor v as follows.
Pmin/2a(i+1)
P2 4 >
21 prex /20 + N

at least 1 — e 24Fuas

SINR(v,u) >

Notice that the above analysis is based on the assump-
tion that u listens and its nearest neighbor v transmits.
This occurs with probability p(1 — p). Hence, under the
condition that at least half of the nodes in |S;| can receive
messages from their nearest neighbors, p(1—p)*|S;| /2 nodes
become inactive in expectation. Using the Chernoff bound,
the Claim is then proved.

O

With the above claims, one can see tIllat/zfor i €
. 1 (gl-a
{0,1,2,. +log R - 1}, (1) 2C 0 woni(r),

|‘€|‘ > m, (2) at each un-jammed round of ;, with

probability at least 1 — eIVi), more than @Lﬁﬂ nodes
become inactive. Thus Lemma 4 is proved. O

when n;(r) <

Even with Lemma 4, we still have a long way to go to
analyze the reduction process of the active nodes in cell
g. We also need to consider the impact of jamming on
the reduction process, and how to satisfy the assumption
between n.;(r) and n;(r) in Lemma 4. Additionally, nodes
in V; may join into the set V; when their nearest active
neighbors become inactive. It is necessary to show that even
with these influences, the process of reduction on each class
Vi fori € {0,1,2,...1og §R — 1} is still correct and efficient.

We define a series of vectors {m;(t) : t > 0 and 0 <
i <log §R — 1} shown below to help analyze the reduction
process on each V;.

n/m t<T;

VtZO:mi(t)_{Lmi(t_l)*nyJ t>1;

Here, v1 = 1 — v and 72 = 71 + p/(1 — p), where p is
a sufficiently small constant which satisfies the following
analysis; and T; = i * h and h = [log,, p].

Mathematically, when T € O(logn + log R), Y0 <
i < loggR — 1, we have m7(T) = 0. Define random
events £(j)s for j > 0: £(j) occurs when n;(r) < m;(j)
for all i € {0,1,...,log §R — 1} at some round 7. Then,
£(0) always occurs and when &(T') occurs, n; = 0 for
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1 € {0,1,...,
occurs.

We construct a twin vector 1, (t) for m;(t) with m;(t) =
L, (t), and construct a sufficient condition for £(j + 1) to

7
occur when € (j) has occurred.

log §R — 1}. We next consider when & (T)

Lemma 5. When £(j) occurs, and n;(r) < m;(j+1) at some
round 7, then n;(r + 1) < m;(j + 1).

Proof. 1f the network is jammed at round r, no transmission
can succeed. Thus, the states of the nodes in the network
do not change between r and r + 1, i.e. n(r + 1) =
ni(r) < m;(j +1) < my(j + 1). In the situation when the
network is not jammed on round r, we prove this lemma
by considering two cases. Case 1: when m;(j) = n/v1,
we have n;(r +1) < n < m(j+1) < %n; case 2:
when m;(j) < n/v1, considering that £(j) occurs and
ni(r) <m;(j) fori € {0,1,...,log §R — 1}, we get
) <m(j+1)+ Z m(J

+an
s=0

< mi(])’72 - mi( e/ (1= p) +mi(j)p/(1 = p)
=mi(j+1)
So no matter whether the network is jammed or not, the
lemma holds. O

i—1
ni(r+1) <n;(r

Lemma 6. If £(j) occurs at an un-jammed round r, then
with probability at least 1 — e ~2("(")) we have n;(r + 1) <
m;(j +1), wherei € {0,1,...,log §R —1}.

Proof. Obviously, when m;(j) = n/v1, m;(j + 1) = n, the

lemma can be directly proved; and when n;(r) < 1m;(j +1),

the lemma can be proved by Lemma 5. We next consider the

last case when n;(r) > m; (5 + 1) and m;(j) < n/71.
Because £(j) occurs and m;(j) < n/v1, we get

pmi(d) _ pri(j+1)
nei(r) < m<i(j) < 75— p = 11— p)
pni(r) 1- (2122 (1)
Tl -p) T 2 l

The last inequality is satisfied by setting the constant p to

—(21—e/
be small enough to guarantee that Wl(fip) <1 (212 D We

obtain n,(r) < wm(r) from the above inequality.
Then, in the un-jammed round r, by Lemma 4, with proba-
bility 1 — e=("("), we have

+Zns
1—1

i(j+ 1)+ ms())

s=0

ni(r + 1) < '71”1 < 'Ylmz

>+§mm
) <m(j+1)

O

The next step is to bound the number of un-jammed
rounds used for £(j + 1) to occur when £(j) has already
occurred. Let ¢; = max{ alelﬁ;),%yl/'yg}, ai is the con-
stant behind the (2 notation in the probability guarantee in
Lemma 6.

Lemma 7. After .7 (c1) rounds after £(j) occurs, £(j + 1)
occurs with probability at least 1/2.

Authorized licensed use limited to: SHANDONG UNIVERSIT

Proof. In a carefully designed protocol, nodes in jammed
rounds do not change their states and the values of the
parameters. Thus we only need to consider the un-jammed
rounds in 7 (c;). For i € {0,1,...,log §R — 1}, when
m;(j) = 0 or n; = 0, it is easy to get that n; < m;(j) <
m;(j+1). For the case when m;(j) > n; > 0, the probability
that n; is larger than m;(j + 1) after .7 (¢;) rounds is

e—2mni/(v2(1=72)) < v (1 —72)/(271n;)
< 72(1 = 12)/ (20 + 1))
< (1=72)/(2mi(j +1)).

Take a union bound on the above error probabilities for all
is, the probability that at least one n; larger than m;(j + 1)
after .7 (c1) rounds is at most

log §R—1

+
1
(1 —72)/(2mi(j +1)) §jas§
i=0 =0
Hence, with probability at least 1/2, £(j + 1) occurs 7 (1)
rounds later when £(j) occurs , which completes the proof.
O

Note that £(0) always occurs. Taking a Chernoff bound,
one can see that £(T) occurs within .7 (¢; * (logn + log R))
rounds with high probability. By setting the constant £ to
be sufficiently larger than c;, one can see that at the final
un-jammed round ¢ of By, £(T') occurs w.h.p.. Thus, only
one node v in A is left at cell g in round ¢. And because
of receiving the source message in the first ¢ * c slots for
k * (log n 4+ log R) rounds, v changes to state B at the end of
round ¢. Thus, we complete the proof for Lemma 2.

6 SIMULATION RESULTS

In this section, we investigate the empirical performances
of our message dissemination algorithm. Specifically, we
focus on (i) the average time used for one-hop message
dissemination, and (i¢) the total amount of time used for
message dissemination, where the number of nodes in the
network is n, the diameter is D, and the jamming patterns
vary.

Jamming patterns. Similar with the simulation settings
in [48], two types of jamming patterns, called Regular Jam-
ming (REGJ) and Bursty jamming (BUR]J), are adopted in
our simulation study. In REGJ, an adversary has a constant
probability ¢ € [0,1) to jam the network at each round.
In BURJ, an adversary jams the network at round ¢ with

(t— T()z
202, In other words,

the probability p, = T, * \/21—7”76
%’ ~ N(T;,0%). Due to the properties of Normal distri-
bution, there are about T; jamming rounds occured in our
simulation, and the distribution of jamming rounds follows
a normal distribution with the mean T¢. Figure 3 illustrates
the jamming probabilities of several nomral distributions
adopted in our simulation. Obviously, the jamming param-
eters ¢ in REGJ and T in BUR] reflect the jamming levels in
the network, i.e., the larger the ¢ or the T¢, the heavier the
jamming in the network.

Parameters. Basically, n nodes including the source node
s are randomly and uniformly distributed into a network
area of 150m x 150m, 200m x 200m, 250m x 250m, or
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TABLE 1: Parameters in simulation
Parameter Value Parameter Value
n [1000, 10000] R 30m
@ 3 B 1.5
Pmin Raﬂ Pma:c 4Raﬁ
P‘m,%n
€ 1.0 N %5
p 0.2 c 10
¢ {0,1,3,5,7,9} x 10~ T
Tc {0,1,2,3,4,5} * 10

300m x 300m. Each node randomly selects a transmission
power between P, and P,,,;, and has a constant trans-
mission probability p. Table 1 summarizes the parameters
used in our simulation. Such kind of settings on parameters
makes sure that our simulation is comprehensive enough to
cover a large fraction of scenarios in reality. For example,
n € [1000, 10000], network size varying from 150m x 150m
to 300m x 300m, and R = 30m makes sure that the density
of nodes in network varies from g5/m? to §/m?, and
the number of nodes around a node v within distance R
varies from 107 to 4007. Thus, our network topologies in
simulation are comprehensive enough to simulate a series
of network topologies in reality, from a sparse network to a
super dense network. Over 20 runs of the simulation have
been carried out for each reported result. All experiments
are conducted on a Linux machine with Intel Xeon CPU E5-
2670@2.60GHz and 64 GB main memory, implemented in
C++ and compiled by g++ compiler.

6.1 Algorithm Performance

In our simulations, all the nodes are randomly distributed
into the network area. As the algorithm executes, for any
path P, s = {s = s; — ...s;j—1 — &'} starting from source
node s and ending at node s’, the message is disseminated
from s to s’ hop by hop. The rounds from the moment
when s; receives the source message to the moment when
Si+1 receives the source message is regarded as the time
for one-hop message dissemination, where ¢ = 1,2,.... We
take an average on the time for the one-hop message dis-
semination and also record the total time used for message
dissemination when parameters change, as is illustrated in
Fig 4, in which the z-axes represent the number of nodes in
the network and the y-axes represent the average number
of rounds for one-hop message dissemination or the total

ires IEEE permission. See http://www.ieee.org

number of rounds for message dissemination from s to s'.
Fig 4 (al)-(a4) shows the average number of rounds for one-
hop message dissemination or the total number of rounds
for message dissemination with REGJ or BUR]J in a network
of size 150m * 150m; and (b1)-(b4), (c1)-(c4), and (d1)-(d4)
show the corresponding results in networks with size of
200m * 200m, 250m * 250m, and 300m * 300m, respectively.

We focus on the results in Fig 4 a(1)-a(4) first. It can be
seen that the average number of rounds for one-hop mes-
sage dissemination in (al) increases when n gets larger for
any fixed jamming ratio ¢, which verifies that our algorithm
requires O(logn + log R) unjammed rounds to disseminate
the message for one hop. Comparisons between the average
number of rounds on different jamming ratios ¢ indicate
the jamming resilience of our algorithm. Specifically, the
results in ( = 0.0 reflect the average number of rounds our
algorithm requires in an unjammed situation. In the case
of ( = 0 and n = 10000, an average of 5.67 unjammed
rounds are required to disseminate the message by one hop.
And in the case of ( = 0.9 and n = 10000, the number of
required rounds is 57.18, containing 57.18%(1—0.9) = 5.718
unjammed rounds in expectation, which is almost the same
with the case of ¢ = 0, n = 10000 with respect to the
number of unjammed rounds. Therefore one can claim that
our algorithm is insensitive to jamming in the sense that
the requirement of unjammed rounds in our algorithm is
rarely affected by a particular jamming in the network. The
total number of rounds for message dissemination in (a2)
has a similar tendency with the average results in (al). Also
from (a2), one can see that for a network connected within
distance of 30m and with size of 150m * 150m, it requires
no more than 30 unjammed rounds to finish the message
dissemination regardless of the jamming level in the net-
work. (a3) and (a4) show the average number of rounds
for one-hop message dissemination and the total number
of rounds for message dissemination in the BUR] pattern.
One can see that our algorithm has a better performance
under BUR]J since the corresponding results in (a3) and (a4)
are smaller than those in (al) and (a2). Also, one can draw
the same conclusions from (a3) and (a4) as what we got
from (al) and (a2), even through the jamming patterns vary,
which indicates the jamming resilience of our algorithm
when facing different jamming patterns.

Comparing the results among (al)-(a4), (b1)-(b4), (c1)-
(c4), and (d1)-(d4), one can also conclude that (i) the av-
erage number of rounds for message dissemination is not
influenced by the network size and (ii) the total number of
rounds for message dissemination increases when the size
of the network gets larger.

Comparison with existing works. By adopting the anti-
jamming schemes in [30], [26] to solve the message dissemi-
nation problem, We show the comparison between our algo-
rithm and the existing works. In Figure 5, The anti-jamming
algorithms from [30], [26], and our work are termed as
Algorithm 1, Algorithm 2, and Algorithm 3, respectively.
In (al)-(a4), we present the total number of rounds taken
by Algorithm 1, 2 and 3 on MD with different jamming
levels in REG] or BUR]J in networks of size 200m * 200m.
(b1)-(b4) present the corresponding results in networks of
size 300m * 300m. Let ¢1, t2, and t3 be the time taken by
Algorithm 1, 2, 3 to accomplish the message dissemination,

ublications_standards/

/
Authorized licensed use limited to: SHANDONG UNIVERSIT%/. Downloaded on December 07,2021 at 1E]i3:14:47 UTC from IEEE Xplore. " Restrictions apply.

ublications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TMC.2021.3108004, IEEE

Transactions on Mobile Computing

12 IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. XX, NO. XX, MONTH YEAR
300 45 160
60 T =0,0=1 T, =0.0=1
2 250 40 T, =10, o= 140 T, =10, o=
=) —-( = z = 2 _ _ = =
550 ¢=0.00 =2 -=-(=0.00 435 T, =20,0=10 % 120 T,=20,0=10
Z ~¢=0.10 2 200 ~(¢=0.10 ém T, =30, 0=14 E T =30,0=14
S0 (=030 = ¢=0.30 N T, =40, 0=18 100 T, =40,0=18
2 ~(=0.50 5150 ~(=050 5> T =50, 0=22 - " T, =50, 0=22
gso -=(=0.70 g =(=0.70 520 £
3 ¢=0.90 2 100 ¢=0.90 2, o e o1 2 60— |
8020 —_ 15 M = L . ]
5 /—M g M ) 3
S E Tt Zw ST
B [ S 50 r . DN e ey
— e S e e e 20
0 J 0
2000 4000 6000 8000 10000 2000 4000 6000 8000 10000 2000 4000 6000 8000 10000 2000 4000 6000 8000 10000

Number of nodes

Number of nodes

Number of nodes

Number of nodes

(al). AVG number of rounds (a2). Total number of rounds (a3). AVG number of rounds (a4). Total number of rounds
for one-hop MD with REG]J in for MD with REGJ in a 150m * for one-hop MD with BUR]J in for MD with BUR] in a 150m =

a 150m * 150m network

150m network

400

a 150m * 150m network

150m network

35

180

60 T =021 T =0,0=1
5 350 30 T =10,0%6 160 T, =10.0=6
»
EP ~=(=0.00 E 300 ~-(=0.00 8 T, =20.0=10 4140 T =20,0=10
E “(=0.10 2 -—(=0.10 225 —T, =30, 0=14 3120 —T,=30,0=14
g g
G4 =030 <250 ¢=030 5 T =40, =18 Z =T =40 0=18
2 ~-(=0.50 5 200 ~(=0.50 8- T, =50, 0=22 ; 100 T =50, 0=22
E 3 (=070 € =(=0.70 P £ 80 —+—]
g (=090 S50 (=090 : SO I i e o= e
) L . . ey E & R e
E Si0f e ] B0 T ——
o
Z b e e et F < jﬁ: o
Z10 0 W*/ 5 20 M
m:s:tz@;‘ﬁ = =
0 0
2000 4000 6000 8000 10000 2000 4000 6000 8000 10000 2000 4000 6000 8000 10000 2000 4000 6000 8000 10000

Number of nodes

Number of nodes

Number of nodes

Number of nodes

(b1). AVG number of rounds (b2). Total number of rounds (b3). AVG number of rounds (b4). Total number of rounds
for one-hop MD with REG]J in for MD with REGJ in a 200m * for one-hop MD with BUR]J in for MD with BUR] in a 200m x*

a 200m * 200m network

200m network

a 200m * 200m network

200m network

30 200
80 500 T, =0.0=1 180 T, =0,0=1
€70 % L, 25 T =10,0=6 T, =10,0=6
5 - =0.00 = --¢=0.00 E T =20, 0=10 2160 T, =20,0=10
260 = 5400 -(=0.10 2 ¢ 3
< ¢=0.10 2 ¢=0. 210 T =30, 0=14 ERY —T,=30.0=14
= = = 2
=50 ¢=0.30 = ; ¢=0.30 3 T, =40,0=18 5120 T, =40.0=18
2 -(=0.50 E.OO ~(=0.50 215 T =50, 0=22 5o T =50,0=22
Ea0 =(=0.70 g =(=0.70 £ ¢ Z100 —
§u30 ¢=0.90 2200 ¢=0.90 o S ESRREs e B
—_— < <
Eol a1 F | e | & /4 Elymemememenes LS s
2 L —— = 100 W—ﬂ < 5 /o——a——M—"H—‘)_‘ 60 /‘—‘—/
10 ﬁT > ; ’ ) SRS e
0 0
2000 4000 6000 8000 10000 2000 4000 6000 8000 10000 2000 4000 6000 8000 10000 2000 4000 6000 8000 10000

Number of nodes

Number of nodes

Number of nodes

Number of nodes

(c1). AVG number of rounds (c2). Total number of rounds (c3). AVG number of rounds (c4). Total number of rounds
for one-hop MD with REG]J in for MD with REGJ in a 250m * for one-hop MD with BUR]J in for MD with BURJ in a 250m =

a 250m * 250m network

250m network

a 250m * 250m network

250m network

25 200

80 500 T, =0.0=1 50 T =0.0=1
= T =10,0=6 T =10,0=6
€70 - ~=(=0.00 220 ¢ ¢
3 --(=0.00 12400 (=010 ER T, =20, 0=10 160 T, =20,0=10
=} ——(=0. 5
:60 -+(=0.10 ; =030 2 +T(:30, o=14] g 140 *T£:30, o=14]

=0. = 2
250 ¢=0.30 5 —C s T =40, 0=18 b T =40, 0=18
) 300 (=050 5 ¢ 120 ¢
< ~(=0.50 B (=070 2 T =50, 0=22) 5 T, =50, 0222
240 -+(=0.70 e £=090 510 gloo
— = = D S —— e e
© 30 ¢=0.90 =200 2 W‘ E e
= 5 80 =SS

£ /—M"’ s | | 3 === ]
o 2 =) > =
= /,/.—a—r—-—-—'—“/'— F 100 s <5 o

10 1 I 20 M_._Q—H/‘

0 I 0 J

2000 4000 6000 8000 10000 2000 4000 6000 8000 10000 2000 4000 6000 8000 10000 2000 4000 600D 8000 10000

Number of nodes

Number of nodes

Number of nodes

Number of nodes

(d1). AVG number of rounds (d2). Total number of rounds (d3). AVG number of rounds (d4). Total number of rounds
for one-hop MD with REG]J in for MD with REGJ in a 300m * for one-hop MD with BUR]J in for MD with BUR] in a 300m =
a 300m * 300m network 300m network a 300m * 300m network 300m network

Fig. 4: Performance evaluation. “Average” and “message dissemination” are written as AVG and MD for short. In (al)-
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BUR]J in networks of size 150m * 150m. (b1)-(b4), (c1)-(c4), (d1)-(d4) present the corresponding results in networks of size
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TABLE 2: Comparison between Algorithm 1, 2, and 3. unjammed rounds needed for message dissemination is

2001 X 200m REG] BUR]J almost uninfluenced by a particular jamming in the net-
VTS ¢ ?55 < = (;'9 TCS i Tf;f’io work. Additionally, our algorithm uses O(D(logn +log R))
/53 ~ ) 30 11 50 unjammed rounds to complete the message dissemination.

200m % 300 REG] BUR] The simulation results indicate that the constant hidden
T TT=105 [ C=09 | Tezso | Temso behind the big O notation is not larger than 10.

& 8
t1/t3 ~ 8.1 16.3 8.2 11.8
12/t3 =~ 4.1 8.1 3.9 6.0 7 CONCLUSION

In this paper, we consider the message dissemination prim-
itive in wireless networks with unreliable multiple access
channels and non-spontaneous wakeup nodes. Based on
SINR, we consider a strong jamming model to remove the
energy budget constraint on an adversary, which is adopted
in almost all previous work, and thus the adversary in our
model can jam the shared channel in any round at will.
Obviously, the adopted strong adversarial jamming model is
much more comprehensive and realistic than most of those
in previous work. Under such a jamming model, we present
a distributed and randomized message dissemination al-
gorithm with time complexity of .7 (O(D(logn + log R)))
whose performance is guaranteed with a high probability.
This makes our message dissemination algorithm almost
asymptotically optimal in terms of time complexity.

respectively. Table 2 shows the comparison of our algorihm
with algorithms 1 and 2 under different jamming scenarios.
Combining Figure 5 and Table 2, the following points can be
concluded: (I) When the jamming level, number of nodes,
diameter of the netwrok get larger, the running time of all
three algorithms increase; (II) Our algorithm has a better
performance than algorithms 1 and 2 on running time, espe-
cially when the jamming is network is heavy. For example,
when ¢ = 0.5 in REG], our algorithm is about 7 times and 3
times faster then algorithm 1 and 2, respectively. Meanwhile,
when the jamming in network becomes heavier, i.e. ( = 0.9
in REGJ, our algorithm is about 15 times and 7 times faster
then algorithms 1 and 2, respectively.

1536-1233 (c) 2021 IEEE. Personal use is permitted, but republication/redistribution re

6.2 Summary

In conclusion, our algorithm is verified to be jamming
resilient by the above simulation results. The number of
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